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Backup and Granular Recovery for AD with Cohesity

ABSTRACT

In foday’s large organizations and enterprises, Active Directory is an increasingly critical component of
your growing data infrastructure. Therefore, it is essential to protect that infrastructure efficiently and
reliably. Read these practical recommendations for configuring Cohesity protection for Active Directory,

with a focus on in-place granular recovery. You will find descriptions, technical recommendations, and
notes describing the common mistakes to avoid.



COHESITY

Table of Contents

Use Active Directory to Protect Your Data Kingdom............ccceveiiiiiiiieiniiiiee e 3
Cohesity’s Advanced Protection for ACtive DIreCLOrY........ccccvvviiiiiiiii i 4
Features and Benefits of Cohesity Protection ...........cccoocveieiiiiiiiii i 4
Use Cohesity to Protect Your ACtive DIr€CtOry..........cccoovvviiiiiiiiiiieeeeeeeeeeeeeeeeeee e 6
Deploy the Cohesity WINAOWS AQENt ........coooiiiiiiiiiiie e 7
Register Active Directory in CONESItY .......coooviiiiiiiii e 10
Create @ ProteCION GIOUP ........cuieie e iiiiiiiiieeeae e e e esatiteeeeeaeeesassnsseeeeeeeeaeeesaansssaeeeeaeeasaannns 14
Recover Active DIreCtory ODJECIS .....coooi i 18
Upgrade Your Disaster Recovery Preparedness........ccccccvveeiiiiiiiiiieieieieeeieeeeeeeeeeeeeeea e 22
Take LOCal SNAPSNOLS ......uuiiiiiiiiie e e e e e e e eeeaeeas 22
Replicate BaCKUPS Off-SIte......uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiessisrsssssssssesesessaesessrssnra e 23
Archive Backups t0 the CloUd ...........eiiiiiiiiiii e 23
Cohesity Best Practices for AD ProteClioN .........ccuueeieiiiiiiie i 24
APPENTIX A TEIMUNOIOGY ...t a e e e e e e e e aaaaaaaaeas 26
Appendix B: Product DOCUMENTALION...........cciiiiiiiieiiiiiie e 27
YOUN FEEADACK ...t e e e e e e e s e e eaeens 28
ADOUL the AULNOIS ... .t e e s e e e e e e e e e e annneeees 28
Document VErsion HISTOMY ......cooooiiiiiei e 28
Figures
Figure 1: Active Directory Holds the Keys to Your Data Kingdom .........c.cccccvvvviiiiiiinenennn. 3
Figure 2: Cohesity’s Advanced Data Protection for Active DIreCtory ..........cccceeveerneennnnes 4
Figure 3: Set Up Active Directory Data Protection with Cohesity...........cccccccvvviiiiiiiinnnnnn. 6

Figure 4: Active Directory Backups in Cohesity are Available to Replicate & Archive ...22

Figure 5: Cohesity CloudArchive, Cloud Recover, and CloudRetrieve Provide Disaster
RECOVEIY .. 23

Send Feedback Protect Microsoft Active Directory with Cohesity


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Protect%20Microsoft%20Active%20Directory%20with%20Cohesity&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Backup%20and%20Granular%20Recovery%20for%20AD%20with%20Cohesity%0D%0A%0D%0AVersion:%201.2%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY 3

Use Active Directory to Protect Your Data Kingdom

Active Directory (AD) enables administrators to manage enterprise-wide information and role-based user
access to data efficiently from a central repository. It governs the information about users and groups,
computers, printers, applications, and services across your enterprise. As an AD administrator, you can
make those resources available to the right users throughout the entire enterprise, to as many or as few
people as is appropriate for each resource.

To achieve this, Active Directory resolves IP addresses through its own DNS service and is the central
location for authenticating passwords — it quite literally holds the keys to the kingdom.

Figure 1: Active Directory Holds the Keys to Your Data Kingdom

AL

Organizational

Computers
Units (OU)
User
Information
Microsoft . §
Active Directory —
Domain Name
Service (DNS‘)/
: : : User
e \ Permissions
+ @

Given its central and growing role in managing and protecting your organization’s information and
resources, it is critical to protect your Active Directory from any number of today’s data threats:

e Accidental data deletion

e Insider attack

e Security breaches

e Administrative error

e Ransomware and malware attacks

Cohesity provides a web-scale, space-efficient, highly available, and robust platform to back up and

protect your AD universe from these threats, with extensive features to help you meet your business and
compliance needs, your SLASs, and your long-term retention, recovery, and preparedness requirements.
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Cohesity’s Advanced Protection for Active Directory

Cohesity is a modern, software-defined platform for data management. Taking inspiration from its web-
scale architecture and leveraging its unique distributed file system (SpanFS®), Cohesity offers high-
scalability and reliability.

Cohesity’s flexible architecture allows easy expansion, increasing operational simplicity and improving
TCO. Cohesity’s solution for Active Directory works on-premises, in the public cloud, and in your remote
and branch offices. You choose how to back up your data and where to keep your backups, and for how
long.

Figure 2: Cohesity’s Advanced Data Protection for Active Directory
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Features and Benefits of Cohesity Protection

Cohesity’s solution for AD includes many features that make your backups much more valuable,
including:

e Granular Object Restore. Once your Active Directory is protected, Cohesity gives you the flexibility
to restore everything from an entire snapshot to a whole Microsoft Organizational Unit (OU), a
specific user, or even a specific email.

In addition, Cohesity’s granular object restore uses a comparison of your live Active Directory with a
mounted backup, which allows you to identify the differences between live data and protected data
quickly. You can easily spot the difference and then restore just the objects and attributes you need.

e Flexibility. Cohesity gives you the ability to browse and search across all your snapshots, and to
restore to different locations on different servers.

e Performance to Meet Your SLAs. Cohesity gives you the backup performance you need to protect
your Active Directory objects efficiently and securely.
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Scalability. Cohesity protection for AD is scalable from a single domain controller to an AD tree and
even an entire AD forest across multiple hosts.

Compression. Data compression significantly reduces storage usage and data transmission.
Efficient storage means you have room for more backups and other important data. By default,
Cohesity performs compression on all the data it stores.

If you also enable inline compression, the process occurs as Cohesity is saving the data to storage,
instead of after saving it.

Encryption at rest, in flight, and in the cloud. Active Directory governs access to data and
resources across your organization and, as such, it is vital to protect that data from unauthorized
access.

o Data-at-Rest. The Cohesity SpanFS® file system provides full at-rest encryption based on the
strong AES-256 CBC (Cipher Block Chaining) standard.

o Data-in-Flight. Cohesity can encrypt all data that is transmitted.

o Data-in-Cloud. Cohesity’s CloudArchive provides encryption for data stored in the cloud.

For details, see Cohesity Security Features in the online Help.

Archive to cloud. Cohesity’s policy-based ability to archive to public clouds like AWS, Azure, and
Google Cloud, as well as to any S3-compatible storage, makes it easy to leverage lower-cost long-
term retention and protect your data from regional disasters. Cohesity makes it easy to retrieve your
organization’s information to different geographical locations, whenever you need to.

Disaster Recovery. Protect your Active Directory universe from disaster by replicating your Cohesity
backups to another location that can be ready to failover (and failback, after repairs) as soon as
disaster strikes.

In addition, Active Directory can be deployed to provide services across multiple hosts. Active Directory
might be replicated between data centers on multiple hosts. In such cases, you can use Cohesity for
other Active Directory backups and even create new backup strategies. For example, you can protect just
one AD replica or all the AD replicas across the business.
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Use Cohesity to Protect Your Active Directory

Cohesity offers a policy-based, highly-scalable data protection infrastructure for your Active Directory
data. With a few steps, you can set up Cohesity to meet all your data protection requirements.

Implementing any enterprise technology is always a process. It is important to understand what makes a
backup strategy successful. For example, it is important to have a second copy of backup data in case
the original copy fails. But that is only part of the story. When you need to recover your AD objects, it is
crucial that you be able to find those objects and restore them quickly. To take full advantage of the many
features of Cohesity’s solution, be sure you understand each step of the implementation.

To protect your Active Directory using Cohesity:

1. Install Cohesity’s Windows Agent on your AD server.

Reqister Active Directory as a Cohesity source.

Create a Cohesity Protection Group to specify the AD data you need to protect.

2
3
4. Recover protected Active Directory objects.
5

Upgrade your disaster recovery (DR) plan to improve your enterprise’s readiness and resilience.

Figure 3: Set Up Active Directory Data Protection with Cohesity
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Complete these steps to protect your Active Directory data. Get started by deploying Cohesity’s Windows
Agent next!

NOTE: For more background, see Appendix A: Terminology and Appendix B: Product Documentation.
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Deploy the Cohesity Windows Agent

To start, you need to install the Cohesity Windows Agent on the Active Directory host. The Windows
agent is designed to work specifically with the Windows operating system and is compatible with
Windows versions 2008R2 and above. If there are multiple Active Directory hosts, you will need to install
the agent on each host you wish to protect.

The agent is lightweight and has a small memory footprint. The agent carries out the tasks you define in
the Cohesity Protection Group. It ties together technologies and capabilities already in Windows, like
Windows VSS, and new technologies, like Cohesity Changed Block Tracker (CBT), so that you can tackle
data management efficiently.

You manage the Cohesity Agent through the Sources page in Cohesity. When an upgrade becomes
available for any agent you’ve installed, an Upgrade Agent button appears next to your Active Directory
source. You can upgrade the agent from there.

IMPORTANT: You need to install the agent on each Active Directory host you wish to protect.

To install the agent:

1. Log into Cohesity and navigate to Data Protection > Sources.

COHESITY

OF Dashboards Summary D 4

@ Data Protection v
Health Storage

Active Alerts - Last 24 Hours Physical Capacity

Protection

Recoveries

64 278 18
@ Critical @ Used

64§ o 32% ok

>
CloudRetrieve 0 86.9 118
[

Sources

Total

Runbooks

[ File Services >

0 Hardware 64 Software 0 Services 14% Data Protection 84X File Services

2. Click Download Cohesity Agent.
| ) ® H o 2

ted Details Agents
4
4.5 s 4 40 11 4 5
s Data Applications Sources Errors Upgradable Deployed
1 Download Cohesity Agent =
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3. Click the Download (]) button for Windows.

@

Protected Details Agents
107 4.5 s 4 40 11 4 5
Objects Data Applications Sources Errors Upgradable Deployed
Q 1 Download Cohesity Agent =
Download Agents X

You must install the Cohesity Agent on Servers that will be protected
by Cohesity. After installing the Agent and registering the Server with
Cohesity, that Server’s data can be backed up by Cohesity

Agent

Windows v
¥

Linux RPM -

4. Download or copy the agent to all AD hosts you want to protect. On each AD host, install the agent
and run the installer.

5. When you launch the Cohesity Windows Agent installer, under Add-on Components, ensure that
Volume CBT (the default) is selected and click Next.
Setup - Cohesity Agent — x

Select Components and Installation Location
what components would you like to install and where?

Add-on Components

olume CBT {Changed Block Tracker)
is is required in order to perform incremental backup of volurnes, Server restart required.

[*rrfilz Svstem CBT (Changed Block Tracker)
This is required For increrental backup of individual WMs hosted by Hyper-% on Windows
Server 2012 R2 or individual databases hosted by SOL Server or Exchange Server,

Installation Location

Setup will install Cohesity Agent in the Following folder. To continue, click Mext, Click
Browse ko select a different Folder,

C:\Program FilestCohesity | Browse, .

Ak least 35,0 ME of free disk space is required.

Yersion: 6.5.1a = Back Megt = Cancel

0

The Volume CBT (Changed Block Tracker) component is required to perform incremental backups
and requires a reboot. Until you reboot, you can only perform volume-based full backups .
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TIP: The Cohesity snapshot captures all the data on the AD host. That means it captures all the
changes to AD-related files and to other, non-AD files. To keep your AD backups running efficiently,
keep the volume that AD is using clear of lower-priority and unrelated files.

6. Select the type of service account to use for control over your systems. The LOCAL SYSTEM
account gives you direct control, but you can also enter your Active Directory domain admin user
account.

Setup - Cohesiby Agent — >

Service Account Credentials
Specify Cohesity Windows Agent service account credentials,

LOCAL SYSTEM account
& Following user account:

The specified user account must have local administrator privileges on this
server and should have the "Log on as a service” right

User name:
Passwmard:
Version: 6.5.1a « Back Cancel

U

TIP: If you are unsure which account to use, don't let that slow you down — choose the LOCAL
SYSTEM account. This account already has most of the required permissions. You can change the
agent service account later if you change your mind.

Your AD host is now ready to be registered as a Cohesity source in the next chapter.
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Register Active Directory in Cohesity

To protect your Active Directory with Cohesity and take advantage of its many features, you need to
register it as a Cohesity source. Once it’s registered in Cohesity, you will be able to add it to a Protection
Group and configure the settings for your environment.

To register AD as a Source in Cohesity:

1. Before you can register AD as a source, you need to add AD to your Cohesity cluster. Log in to
Cohesity and navigate to Settings > Access Management > Active Directory and click Add Active
Directory.

COHESITY ] ¢ ® H a* 2

OF Dpashboards Access Management Add Active Directory '
Data Protection > \b
infrastructure > Users & Groups Roles Active Directory Kerberos LDAP Organizations 550 Keystone NIS
File Services > \b
Q

%
&
&
&, Test & Dev
&
@
8}
e

Marketplace > Domain o] o] tional Unit Workgroup Machine Accounts Mapped Provider

System >

qa01.eng.cohesity.com QAD1 haswell6-p1
Reporting

pmad02.pm.cohesity.com testorg PMADO2 sac01-haswell6
Settings v
Summary @ jarvis.dc Jarvis JARVIS cohesity-hyx
Access Management nastarget.com NASTARGET haswelnews
Netwol

Items per page 10~ 1-40f4

SNMP
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2. Inthe Join Active Directory form, enter the AD administrator Username and Password and click
Join.

X Back to Active Directory

Join Active Directory

Username * 0

administrator =
Password * 0

o OR
Preferred Domain Controllers (Optional) v

Machine Accounts

+ Add
Machine Account DNS Hostname Encryption Types
haswell6-vip - 2 Selected /0

D Use the above Machine Accounts even if they already exist in AD Domain.

Mapped Provider
@ none QO oap O NIS

Organizational Unit (Optional)

Format - OUName or OUName/SubOUName

AD Workgroup / NetBIOS Name (Optional)

I Discover Trusted Domains

@ Cancel

For details on the other options here, see Join the Cluster to an AD Domain in the online Help.
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12

3. Navigate to Data Protection > Sources > Register > Applications > Active Directory.

COHESITY \ | CO@OHAa2a
08 Dashboards Sources
@ DataProtection | %

2,048 388.2 1B 63 5.2 78 5 25 5 9 Datatiies ?

Objects Data Cbjects Data Applications Sources. Errors Upgradable

NAS
Microsoft 365
Source Type - Organization ~ Q Dow
CloudRetrieve Physical Server
Runbooks = 5 o fass s S

@ = 10.15.16.149 @ B sv4-isilon1 @ i isi] AcERgRStory PRNCatiors

& Infrastructure > Cassandra Isilon Isilon
Exchat erver SAN
=3 >
Protected g Protected O
& Test&Dev x
& Marketplace > Protect Protect apshot Provider
@ system 5 © Last Refreshed: S hours ago ® Last Refreshed: 5 hours ago @® Last Refreshed: 5 hours ago Adapter
[@ Reporting
& settings 7 o £410.15.0.23 o =& Training.local.com e A 10.15.17.45
Protect

@ Last Refreshed: 2 hours ago ) Last Refreshed: 5 hours ago @ Last Refreshed: 4 hours ago

NOTE: When you register AD, Cohesity registers both the host and the application. Cohesity sees the
host and the AD application so that it has full application awareness.

In the Register Active Directory form, enter the AD FQDN or IP address and click Register.

COHESITY ‘ C ®H Q&

TR " > A .
88 Dashboards Register Active Directory
@ Data Protection >
e fra *
& Infrastructure > Hostname or IP Address *
= Training.local.com
= File Services >
R Test & Dev (i) The Cohesity Agent needs to be pre-installed on the server.
& Marketplace > Download Cohesity Agent
Note: Active Directory registration may take a few minutes.
@ System >
[ Reporting o
i’g} Settings >
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5. The Sources page now includes your Active Directory (in our example, Training.local.com),

available for immediate protection.

COHESITY [ \ COHAQ2
8 Dashboards Sources m
© Data Protection
) 2,048 388.2 s 63 5.2T1iB 5 9 10

Recoverles Objects Data Objects Data Tors Upgradable Deployed

Sources

W

Source Type - Organization ~ Download Cohesity Agent W 18
CloudRetrieve
Runbooks - Oiet
@ = 10.15.16.149 @ i sv4-isilon1 @ i isilonsd
& Infrastructure > Cassandra Isilon Isilon
& >
Q P Protected Object Protected Object 308
& > Protect Protect Protect
0 system % Last Refreshed: 5 h ago Last Refreshed: 5 hours ago ) Last Refreshed: 5 hours ago
(@ Reporting
8 setings 2 ° ££10.15.0.23 Q 2 Training.local.com @ A 10.15.17.45
pro ects protected Objects Tof1
Protect

© Last Refreshed: 2 hours ago

@ Last Refreshed: 5 hours ago

® Last Refreshed: 5 hours ago

To protect your newly registered AD source, you'll create a Cohesity Protection Group for it in the next

chapter.
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Create a Protection Group

Automation is the only way to stay ahead of the demand for backups and data management. In Cohesity,
Protection Groups combine operational requirements (which objects to protect, indexing, alerts,
exclusions, inclusions, etc.) with the business requirements that are defined in a Protection Policy
(scheduling, retention, etc.). Multiple Protection Groups can use the same Protection Policy, but each
Group can have only one Policy. For more, see About Policies and Protection Groups in the online Help.

Automate your Active Directory backups by building a Protection Group and assigning the AD host you
registered earlier and applying the Protection Policy that meets your business requirements.

NOTE: Because Active Directory services can be implemented across multiple hosts, or can be part of a
larger domain tree or forest, it's important that you identify all the Active Directory hosts so that they can
be included in your Protection Group.

To create a Protection Group:

1. Log into Cohesity and navigate to Data Protection > Protection. Then click Protect and select
Applications > Active Directory.
COHESITY \ C@®H a2

95 Dashboard Protection
Dat n Virtual Machine

03
G

m
(o

)
(1Y

»e 000000
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TIP: You can add or remove more AD sources to the Protection Group later if you like. In this way,
you can build onto the Protection Group to manage all your Active Directory servers.
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2. Inthe New Protection form, under Source, select the AD host(s) you reqgistered earlier, and click
Save Selection.

< New Protection

@ Active Directory

Source
Registered Source

Active Directories g

Objects

Show All ~
v 22° Example Host

/2¥ HyXexample2.Tenant2MainOffce local

v ==’ Example Host o~
“' Win2K16+ Office local
v =='Enmpln Host o
v

", Win2K16HyXeTenant4FieldOffice.local

A

Save Selection

A

3. In the same form, enter a Protection Group Name and select the appropriate Policy. Under Settings,
select the Storage Domain and set the Start Time.

Protection Group

@ New Group O Existing Group

Name * 0
PROD-Infrastructure-ActiveDirectory B]
Policy

Critical-Infrastructure

N,

GN

@ Backup
Every 1 hour | Retain 3 days

Periodic Full Backup
Every day

J

(o= Retry Options

Do not retry on error.

Settings

Storage Domain Storage Domain N

Start Time Time 0 —
02:53 PM o America/New_York
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TIPS:

Give your Protection Group a descriptive name that identifies the kind of data being protected and
how it is managed. This will help you identify and manage your AD backups as your environment
grows. Use descriptors like: production (PROD), critical, infrastructure (INFRA), financial, sales,
primary, secondary, and employees (EMP). For example:

Production_ActiveDirectory DataCenter_Dallas_Production
Critical_Infrastructure Production_ReplicatedTo_DRsite
Archive_LongRetention Development_User Data

Once you set the Policy for a Protection Group, all the sources assigned to that Protection Group
will be conveniently managed the same way.

To create a custom Protection Policy to meet specific scheduling, retry options, log backup,
replication, and archiving needs, learn how to Create or Edit a Standard Policy in the online Help.

For maximum space savings and security, choose a Storage Domain with compression,
deduplication, and encryption enabled. For details, see Create or Edit Storage Domains in the
online Help.

4. Inthe same form, configure any Additional Settings that you need to and then click Protect.

Never

Backup HDD
Alert On: Failure
Medium

Full Minutes: 120

Incremental Minutes: 60
No

None

% Cancel

NOTE: For details on the Additional Settings, see Create an AD Protection Group in the online
Help.
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Your new AD Protection Group is now active and running and appears on the Protection page. For more
on optimizing your protection, see Cohesity Best Practices for AD Protection below.

Now that you have created a Protection Group for your Active Directory, you can add other Active
Directory sources, or change the Protection Policy and settings. In this way, all your Active Directory
sources in this Protection Group will be managed the same way. For example, to replicate all the backups
to an off-site target, simply add replication to the Policy that is assigned to this Protection Group.

TIP: In larger environments, build two or three different Protection Groups with different configurations to
manage several Active Directory hosts. This helps keep your data management simpler even as your
environment grows.
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Recover Active Directory Objects

“A needle in a haystack” — Try finding the erased email address for an employee among a thousand
other employees in Active Directory. This is not an unusual request for an Active Directory administrator.
It is often like looking for a needle in a haystack.

How does it work with Cohesity? Once you have started protecting your AD data in Cohesity, you select
the backup to restore and Cohesity presents it to the Active Directory host as a mount. Then the contents
of the mount are brought up under an Active Directory service, enabling the administrator to do a side-by-
side comparison of the contents in the backup against the live AD service. This allows the administrator to
locate the missing email, or any other information that has been modified or deleted from the live AD
service, quickly.

In Cohesity, the sequence of recovery events is simple:
1. Cohesity performs an Instant Volume Mount of your AD backup.

2. Cohesity instructs the Cohesity Windows Agent to stand up the AD backup alongside current, live AD,
using an NTDS . dit file (which contains all the AD data) from the Instant Volume Mount.

3. You view a side-by-side comparison of the AD backup against the live AD objects.

4. You select the objects to recover and recover them.

TIP: If they choose to, advanced Active Directory administrators can access this Instant Volume Mount to
run their own scripts and perform their own search.

To recover Active Directory objects:

1. Log into Cohesity and navigate to Data Protection > Recoveries.

COHESITY
OF Dashboards Summary M.
@ Data Protection v
{'_") Health Storage
Protection
Active Alerts - Last 24 Hours Physical Capacity
Recoveries
- 43 279 18
R0 @ Critical @® Usea
Policies 0 ) 59.2 s
43 ® Warning 32/’ Avallable
CloudRetrieve 0 871 T
® Info Total
Runbooks
[ File Services > 0 Hardware 43 Software 0 Services 14% Data Protection 84% File Services
R Test & Dev

Send Feedback Protect Microsoft Active Directory with Cohesity


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Protect%20Microsoft%20Active%20Directory%20with%20Cohesity&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Backup%20and%20Granular%20Recovery%20for%20AD%20with%20Cohesity%0D%0A%0D%0AVersion:%201.2%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY

2. Onthe Recoveries page, click the Protect and select Active Directory.

[ — N Y 7Y

Recoveries
Files or Folders

13 0 5 0 7 Virtual Machines b
@ Succeeded A Warning © Failed @ Running % Canceled
Databases »
Recovered from ~  RecoveryType - Status - Organization -  ( Feb 18,2021 Feb 24,2021 X) Q
NAS »
Recovery Task Organization Start Time & status Duration
Microsoft 365 »
@ [ocoye.Feb.z3.2021.3.56. PM Feb 23,2021 5:27am @ Ccanceled 17m 555
g Physical Server »
@ oL renZ3 A0 340 PM Feb 23, 2021 5:11am © succeeded
4 Active Directory Applications i
Recover_Feb_23_2021_3_18_ PM
shCi Feb 23,2021 4:50am Succeeded
o Qbie! © Exch rver | SAN
Recover-Kubernetes Namespace-Feb 22, 2021 5:18pm ; —r—
© (oo = Feb 22,2021 5:18pr @ Ssucceeded CoticshyView

3. Inthe Restore Active Directory form, enter a search term to locate your protected AD. When you
do, click it.

Restore Active Directory

Browse Active Directory

Tralnlngla =
YA server Training local. %ﬂunm Group Training AD Details | Last Backup Date & minutes ago

Items per page 50 ¥ 1-10f1

4. In Target Active Directory Information, select the target Domain Controller and enter the AD
Administrative Username and Password that you need to mount the snapshot on the target host,
and the Port number (defaults to port 1024 otherwise). If you need a different snapshot (point in
time), click the snapshot listed under Recover from to select an earlier snapshot. Click Continue.

Target Active Directory Information

Domain Controller *

AD Administrative Username * ssword * Port*

Administrator B e 1024

Recover from *

Feb 26, 2021, 1:29:26 PM Latest

Cancel Continue

o
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5. In the Recover AD comparison list, locate the missing or changed objects under Difference. Click
into an object to explore its details.

Recover AD

Active Directory Databases

v £ traiminglocal.com

£ Buittin

@ Computers

o

cocoooao

Domain Controllers
forelgnsecurityPringipals
Keys

LostAndFound

Managed Service Accounts
NTDS Quotas

3 Program Data

3 System

[ TPM Devices

Users

ForestDnsZones

> @ Configuration

£ Schema

DomainDnsZones

Name Type
& Administrator User
2, Allowed RODC Password Group

Replication Group

2 Bernie Sekula User

2 BrooksRandle User

2 CertPublishers Group

2. Cloneable Domain Group
Controllers

& DefaultAccount User

2 Denied RODC Password Group

o

Replication Group

DnsAdmins Group

DnsUpdateProxy Group

Recover from Feb 24, 2021 3:28pm

Description Difference
Built-in account for administering the computer/domain

Members In this group can have their passwords replicated to all read-only domain controllers in the domain

Members of this group are permitted to publish certificates to the directory

Members of this group that are domaln controllers may be cloned

Auser account managed by the system.

Members in this group cannot have their passwords replicated to any read-only domain cantrollers in the domain

DNS Administrators Group

DNS clients who are permitted to perform dynamic updates on behalf of some other clients (such as DHCP servers).

6. Examine the object’s detalils. If it's an object you need, click Recover.
Recover AD

Recover from Sep 15, 2020 2:53p:

Active Directory Databases

v &
>

>

oCcocoooGecea0naon v

€ DomainDnsZones
@ Configuration

& ForestDnsZones
Schema

Builtin

Computers

Domain Controllers
ForelgnsecurityPrincipals
Keys

LostAndFound

Managed Service Accounts
NTDS Quotas

01 Program Data

O System

TPM Devices

A Users

< 2 Brooks Randol

Property

Accountexpires

Badpasswordtime

Badpwdcount

Canonicalname

Cn

Codepage

Countrycode

Created

o) R@'ev

Backup Value

9223372036854775807

pmad01.pm.cohesity.com/Users/Brooks Randol

Brooks Randol

9/11/2020 7:37:13 AM

20

Send Feedback

Protect Microsoft Active Directory with Cohesity


mailto:techguides@cohesity.com?subject=mailto:techguides@cohesity.com?subject=Feedback%20on:%20Protect%20Microsoft%20Active%20Directory%20with%20Cohesity&body=_______________________________________________________________%0D%0A%0D%0ASubtitle:%20Backup%20and%20Granular%20Recovery%20for%20AD%20with%20Cohesity%0D%0A%0D%0AVersion:%201.2%20%0D%0A%0D%0ADate:%20July%202024%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

COHESITY 2

7. Configure any additional Recovery Options (like New User Settings and Recovery State in this
example) for the object and then click Recover.

Recover Object

Brooks Randol is selected for recovery
Recovery Options

New User Settings You are recovering a User. The following password settings
need to be set.

Password *
........... o [}

ﬁ User must change password at next login
Recovery State S objects types such as computers and some types of

user objects can be recovered in a disabled state.

M Recover in a disabled state where applicable

Cancel

8. Next, click:
o Stay to recover more objects.
o Keep Mount and Leave to be able to resume the granular recovery later.
o Unmount and Leave to remove the snapshot from the host.

Unmount Snapshot?

You are navigating away from this screen. This will unmount your current snapshot and disconnect your session.

Stay Keep Mount and Leave

Do you want to continue?
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Upgrade Your Disaster Recovery Preparedness

22

Disaster Recovery (DR) and business continuity are closely related plans designed to proactively protect

a business’s infrastructure and data. Taking an AD backup is only one part of protecting your business;

you must also protect the data from corruption and catastrophic disaster. You can achieve this by keeping

a series of backups replicating those backups off-site and archiving them under a long-term retention
plan.

Cohesity gives you the foundation to build a DR plan to protect your business:

e Capture and Store. Protect your Active Directory from loss and corruption with regularly scheduled
backups.

e Geo-redundancy. Replicate your AD backups to an off-site location to protect from catastrophic loss

and disaster.

e Cost-effective Archival. Archive your AD backups to the cloud and store them on lower-cost storage

tiers for long-term retention.

Use a Protection Group to schedule regular AD backups and assign a Protection Policy to include
archiving and replicating those backups for long-term retention and disaster recovery.

Figure 4: Active Directory Backups in Cohesity are Available to Replicate and Archive

. 5B N
e o] = ) N
f L] . Google Cloud @ \

Active Directory A\ Aaure P
' — &
DataProtect Archive
fee | G
Data Center Long-term
Retention
N
L ‘v CoEsrty Dag CIM* m.g,d./,

‘
\ Replication DataCenter | Edge | Public Cloud
/

Take Local Snapshots

Protect your AD backups over time by maintaining a series of local Cohesity snapshots.

Use Cohesity Protection Groups to schedule and automate AD backup management.
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Replicate Backups Off-Site

Protect your entire set of AD backups from catastrophic loss by replicating your AD backups to an off-site
location. Choose a Protection Policy for your Protection Group that automatically copies the AD backups
to a second, off-site Cohesity cluster. By default, source-side deduplication and compression are enabled
for replication, so that Cohesity sends only the changed data over the network, producing a significant
reduction in network traffic and cost.

Archive Backups to the Cloud

Archive your AD backups to the cloud as a way to address long-term data retention requirements and
simultaneously lower the cost of storage. Cohesity provides a policy-based method to archive to public
clouds (AWS, Azure, and GCP), as well as to any S3-compatible storage.

With Cohesity CloudArchive, Cloud Recover, and CloudRetrieve, your AD backups are available for
recovery to their original Cohesity cluster or onto a different Cohesity cluster, for geo-redundancy and
disaster recovery.

Figure 5: Cohesity CloudArchive, Cloud Recover, and CloudRetrieve Provide Disaster Recovery

&5 =
e T N

{ Google Cloud
S\ Azure "
= &)
Active Directory
CloudRetrieve
DataProtect
@ Cloud Recover
| Cohesity Data Cloud G < _" ,I COESIIW Dag Clo_ . |
\.\_ Data Center DataCenter | Edge | Public Cloud _,f
' - B o CloudArchive
\ Original Cluster Y D New Cluster /
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Configuring the right Cohesity settings dramatically improves the performance of your backups, and the
efficiency of your storage and archives. Manage your backups by choosing the optimal settings for
deduplication, compression, and encryption.

Use inline deduplication. Deduplication (enabled by default) prevents duplicate blocks of repeated
data from being stored, dramatically reducing your storage consumption.

With inline deduplication, the process occurs as Cohesity is saving the blocks, instead of waiting until
after Cohesity has written the data to its Storage Domain. We recommend that you use deduplication
and wherever possible, enable inline deduplication.

Use inline compression. Compressing your data significantly reduces the space needed to store
your backups and frees up space for more backups and other important data.

With inline compression, the process occurs as Cohesity is saving the blocks, instead of waiting until
after Cohesity has written the data to its Storage Domain. Both compression and inline compression
are enabled by default, and we recommend that you take advantage of them. For details, see Create
or Edit Storage Domains in the online Help.

Use encryption. When a platform governs access to data across the systems in your environment, it
is crucial to protect the data it manages. We recommend that you enable encryption — at rest, in
flight, and in the cloud — for all your Active Directory backups. For more, see Cohesity Security
Features in the online Help.

Keep multiple snapshots to guard against corruption. We recommend you maintain five to seven
local snapshots of your backups.

When you capture and store your backups like this, you protect your data from corruption over time.
By taking and maintaining several snapshots, you are in position to recover data from its state prior to
being corrupted. Snapshots are efficient because they capture just the changed blocks of data, and
then use deduplication and compression.

We recommend protecting all your Active Directory servers with regularly scheduled backups, and
then in turn moving some of those backups off-site and archiving them under a long-term retention
plan for disaster recovery.

Protect all domain controllers that have FSMO roles. Should you experience a role failover, this
helps ensure that a backup (snapshot) is available even if a backup domain controller (DC) becomes
primary at some point.

Protect high-latency AD sites individually. If you have two AD sites with high latency between
them, it might be better to protect each site so that you are protecting latent or out-of-sync data.

Validate the backups. We recommend a periodic restore of Active Directory objects in a test
environment from its backup. This is an important step in the overall backup strategy because it tests,
verifies, and validates the integrity of the backup. Restore a sample from the snapshot set to a non-
production server and evaluate it. In addition to confirming that the right data is backed up properly,
this practice also ensures that you have already validated your method of restoring objects before a
critical event necessitates it.

Verify logging and auditing operations. It is very important to log and audit changes on an Active
Directory server. Cohesity logs its recovery process as it mounts the snapshot and works to present
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the saved Active Directory data. In Cohesity, navigate to Data Protection > Recoveries and click
into your AD recovery task to view detailed logs.

Shelter in the cloud. We recommend archiving to the cloud for low-cost, long-term storage and
protection from regional disasters.

Cohesity provides a policy-based method to archive to public clouds (AWS, Azure, Google Cloud
Platform) or any S3-compatible storage. This makes it easy to change policies, meet regulatory
requirements, and retrieve your data to different geographical locations.

Use replication to defend against site disaster loss. Protect your entire set of Active Directory
backups from catastrophic loss by replicating them to a different geographical site. Cohesity can
automatically replicate the Active Directory backups stored in the Cohesity cluster to a second, off-
site Cohesity cluster.

Cohesity replication always performs source-side deduplication and compression first and sends only
the changed data over the network for cost-effective disaster recovery. As such, Cohesity replication
is an essential part of every disaster recovery (DR) plan.

Be prepared before disaster hits with a DR plan. One of the best things you can do to protect your
Active Directory is to include it when you create your DR plans.
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There are several concepts and terms that are important to understand as you learn how to take
advantage of all of Cohesity’s features for Active Directory protection.

Protection Group. A collection of objects from your registered sources that share a recurring backup
schedule of Protection Runs. Use a Protection Group to identify which Active Directories to protect.
When you create a Protection Group, you associate it with a Cohesity Protection Policy.

Protection Policy. A reusable collection of settings that define how and when objects are backed up,
replicated, and archived.

Cohesity Replication. Replication automatically makes copies of snapshots captured by Protection
Runs on one Cohesity cluster and puts the copies on a second Cohesity cluster.

Domain Controller. Active Directory’s logical structure is built around the concept of domains. A
domain controller (DC) can be authoritative for one and only one domain.

This is the most common implementation of Active Directory.
Domain Tree. A domain tree is a hierarchy of several domains.

All the domains in the domain tree trust one another implicitly with transitive trusts — that is, the
America domain trusts the Asia and Europe domains, therefore Asia trusts Europe also.

Put simply, the administrator of asia.mycorp.com can allow any user in the entire domain tree (Asia,
America, or Europe) access to any of the resources in the Asia domain that the administrator wishes.

Domain Forest. Where a domain tree is a collection of domains, a domain forest is a collection of
one or more domain trees.

A forest trust allows an administrator to create a single transitive one-way or two-way trust between
two root domains. This allows all the domains in one forest to trust all the domains in another forest,
and vice versa.

Primary Domain Controller (PDC). Controls all access to the enterprise and manages access to
other domains in your organization.

Backup Domain Controller (BDC). Controls the host(s) where backups are stored. Many times, this
is read-only.

Flexible Single Master Operation (FSMO). FSMO roles prevent conflicts in an Active Directory and,
at the same time, give you the flexibility to handle different operations within the same Active
Directory.
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Appendix B: Product Documentation

Review our Active Directory product documentation for in-depth details:

Active Directory Protection Requirements

Active Directory Non-Cohesity-Specific Information

MS Active Directory Key Concepts

Set Up Active Directory for Data Protection

Protect Active Directory

Recover Active Directory Objects

Active Directory Data Protection FAQs
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ABOUT COHESITY

Cohesity is a leader in Al-powered data security and management. Aided by an extensive ecosystem of
partners, Cohesity makes it easier to protect, manage, and get value from data — across the data center, edge,
and cloud. Cohesity helps organizations defend against cybersecurity threats with comprehensive data security
and management capabilities, including immutable backup snapshots, Al-based threat detection, monitoring
for malicious behavior, and rapid recovery at scale. Cohesity solutions are delivered as a service, self-
managed, or provided by a Cohesity-powered partner. Cohesity is headquartered in San Jose, CA, and is
trusted by the world’s largest enterprises, including six of the Fortune 10 and 44 of the Fortune 100.

Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.

© 2024. Cohesity, Inc. All Rights Reserved. The information supplied herein is the confidential and proprietary information of
Cohesity and may only be used (a) by the intended recipients and (b) in conjunction with validly licensed Cohesity software and
services. Find the terms of Cohesity licenses at www.cohesity.com/agreements.

Cohesity, the Cohesity logo, SnapTree, SpanFS, DataPlatform, DataProtect, Helios, the Helios logo, DataGovern, SiteContinuity,
DataHawk, and other Cohesity marks are trademarks or registered trademarks of Cohesity, Inc. in the US and/or internationally.
Other company and product names may be trademarks of the respective companies with which they are associated. This
material (a) is intended to provide you information about Cohesity and our business and products; (b) was believed to

be true and accurate at the time it was written but is subject to change without notice; and (c) is provided on an “AS IS” basis.
Cohesity disclaims all express or implied conditions, representations, warranties of any kind.
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